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1	Decision/action requested
It is proposed to approve the change requests to add a threat reference and SCAS test case.
2	References
[1]	3GPP TS 33.501 Security architecture and procedures for 5G System.
[2]		3GPP TR 33.926 Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes
[3]	3GPP TS 24.501 Non-Access-Stratum (NAS) protocol for 5G System (5GS);
[4]	3GPP TS 38.413 NG Application Protocol (NGAP)
[5]	3GPP TS 33.512 5G Security Assurance Specification (SCAS); Access and Mobility management Function (AMF)
3	Rationale
The UE 5G security capabilities are sent by the UE to the AMF in the initial NAS message. Afterwards, they shall be sent to the gNB/ng-eNB by the AMF to establish the AS security context according to TS 33.501, clause 6.7.3.0 [1]. This step requires transcoding the UE 5G security capabilities from the NAS protocol to the NGAP protocol. If the encoding is not correctly implemented by the AMF, it poses a risk to the AS user and control plane.
It is important to note that encoding from the NAS to the NGAP protocol in this case is not a one-to-one copy of the UE 5G security capabilities but must consider the specifics of the NGAP protocol. As an example, four bits for NIA0, NIA1, NIA2, NIA3 are available to the encoder at the NAS layer (see TS 24.501, clause 9.11.3.54 “UE security capability” [3]), whereas only three bits are available at the NGAP layer for these four algorithms (see TS 38.413, clause 9.3.1.86 “UE Security Capabilities” [4])
If the algorithms are not transferred correctly to the gNB/ng-eNB due to an incorrect implementation of the AMF, the RAN node will read the incorrect algorithm list, resulting in the selection of an incorrect security algorithm on the AS. In the end, this may result in the selection of an insecure (e.g. null) algorithm letting an attacker easily intercept or manipulate control plane data and user plane data, leading to information disclosure.
4	Detailed proposal
Based on the above-mentioned rationale, it is proposed to include the following:
· Add a threat reference in TR 33.926 [2] covering the threat of the misimplementation 
· Add a SCAS test case in TS 33.512 [5] to test AMF on the correct encoding of the security capabilities. 
